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Indian Institute of Technology Hyderabad

• Founded in 2008
• Ranked 8th (Engineering) in India (NIRF 2023)
• Faculties: 299
• Students: 4242
• Departments: 18+1
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Practical Networking and Blockchain Lab
• Covering various aspects of Networking and Blockchain from the view points of theory 

and practice

• Interacting with people inside and outside the institute to collaborate through R&D and 
consultancy services to address the real world problems

• Quick History
– “Practical Networking Lab” was originally launched in 2015
– “Chainers Lab” was launched to work on Blockchain having Chaintope Inc. as a founding 

sponsor in 2019
– These two labs were integrated to Practical Networking and Blockchain Lab in 2020

3



People (Faculty)
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Computational Algebra, 
Symbolic Computation, 

Lattice Cryptography
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Assistant Professor

Systems and Networking, 
Network Security, Software-
Defined Networking, ML for 

Networks

Kotaro Kataoka
Associate Professor

Internet, and Blockchain



People (Students)

• 10+ from Ph.D., M.Tech TA/RA (Masters), B.Tech (Bachelors)

• Free to join and collaborate

5



Past and Present Industry Collaborations
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Recent Works
• D. R. R. RAJ, T. A. Shaik, A. Hirwe, P. Tammana and Kotaro Kataoka, ”Building a Digital Twin Network 

of SDN Using Knowledge Graphs,” in IEEE Access, vol. 11, pp. 63092-63106, 2023.
• Adeeba Naaz, T. V. Pavan Kumar B, Maria Francis, and Kotaro Kataoka, ”Integrating Threshold 

Opening with Threshold Issuance of Anonymous Credentials over Blockchains for a Multi-certifier 
Communication Model”, IEEE Access, Vol.10, pp.128697-128720, 2022.

• Reshu Verma, Vishnu V. S., Kotaro Kataoka, ”Verifiable and Robust Monitoring and Alerting System 
for Road Safety by AI based Consensus Development on Blockchain”, 2023 IEEE Intelligent Vehicles 
Symposium (IV), pp.1-8, 2023.

• Harish S A, Suvrima Datta, Hemanth Kothapalli, Praveen Tammana, Achmad Basuki, Kotaro Kataoka, 
Selvakumar Manickam, Venkanna U., Yung-Wey Chong, ”Scaling IoT MUD Enforcement using 
Programmable Data Planes”, NOMS 2023-2023 IEEE/IFIP Network Operations and Management 
Symposium, pp.1-9, 2023.

• Harish S. A., Hemanth Kothapalli, Shubham Lahoti, Kotaro Kataoka, Praveen Tammana, ”IoT MUD 
Enforcement in the Edge Cloud Using Programmable Switch”, The ACM SIGCOMM 2022 Workshop 
on Formal Foundations and Security of Programmable Network Infrastructures (FFSPIN ’22), pp.1-7, 
2022.
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Verifiable and Robust Monitoring and
Alerting System for Road Safety on Blockchain
• Enabling collective intelligence to cooperatively cross-check and alert 

dangerous situation
– Archiving context of danger with the recorded

evidence and verifiability
– Verifying the contextual of dangerous situation

with Multi-AI based PBFT consensus development

Reshu Verma, Vishnu V.S., Kotaro Kataoka, “Verifiable and Robust Monitoring and Alerting System for Road Safety by AI based Consensus Development on 
Blockchain”, In Proceedings of IEEE Intelligent Vehicles Symposium (IV), 2023.



A Decentralized Threshold Revocable Anonymous 
Credential (DTRAC) Scheme over Blockchains

• Privacy and Selective Disclosure on Credential Management
– Verifiable certificates
– Multi-certifier model
– Threshold issuance
– Opening schemes

• Enabler Concepts
– Pairings-based

cryptographic primitives
– Publicly Verifiable Secret

Sharing Scheme (PVSS)
– Threshold PS Signatures
– Pedersen Commitments
– Zero-Knowledge Proofs of

Knowledge (Non-interactive)
• PoE: DTRAC over Ethereum

9Adeeba Naaz, T. V. Pavan Kumar B, Maria Francis, and Kotaro Kataoka, ”Integrating Threshold Opening with Threshold 
Issuance of Anonymous Credentials over Blockchains for a Multi-certifier Communication Model”, IEEE Access, 2022. 

A. Naaz et al.: Integrating Threshold Opening With Threshold Issuance of Anonymous Credentials Over Blockchains

TABLE 8. Gas consumption for execution of smart contract methods.

the same instance, the verification process is the same for
both DTRAC and the Coconut scheme. We present a detailed
evaluation and comparison of the gas costs and execution
times of the verification process of running one instance of
DTRAC versus running multiple instances of Coconut for
a) the loan application use case described in Sec. IV-E, and
b) three scenarios we custom build: Scenario 1: two certi-
fiers each attesting three randomly generated attributes, Sce-
nario 2: three certifiers each attesting three random attributes,
and Scenario 3: four certifiers each attesting three random
attributes. The gas costs are compared when the service
request is verified on-chain using smart contracts and the
execution times are compared when the SP verifies the ser-
vice request off-chain. For any service request, credential
verification typically involves verifying 1) the signature of
the validators on the credential (Eq. 14), and 2) the ZKPoK
of the correctness of the undisclosed attributes (Eq. 13).
From Fig. 15, it is clear that DTRAC consumes signif-

icantly less gas to verify the service request compared to
multiple instances of Coconut on the Ethereum blockchain.
To understand why, we need to first understand how the
verification of a service request happens over Ethereum. For a
type III bilinear pairing group, (p,G, G̃,GT , e), as explained
in Sec. VII-B, the precompiled contracts in Ethereum do not
support operations in G̃, and we have to replace them with
operations in G followed by a pairing check. This occurs
in both the steps – signature verification and ZKPoK veri-
fication – of the service request verification. When we run
multiple instances of Coconut, the two steps of verification,
with the corresponding G operations and pairing checks, are
performed for every instance, whereas in DTRAC, they are
done only once. If we increase the number of instances by
keeping the total number of attributes constant (which means
we have more certifiers attesting the attributes), then the
number of pairing operations and, accordingly, the ratio of
the gas costs increase linearly.
Fig. 16 depicts that off-chain too the situation is similar –

DTRAC takes significantly less execution time than Coconut
to verify a service request of a credential that has attributes
attested by multiple certifiers. This is again due to the pairing
check operation, which is computationally intensive. Since
DTRAC always has to verify only one credential, irrespec-
tive of the number of certifiers that attest to the attributes,
it executes much faster than Coconut, which has to verify
multiple credentials. Both the results show that DTRAC is
more scalable as opposed to having multiple instances of
Coconut and the performance gain increases linearly with
the number of instances. Note that during the issuance phase
when we have multiple certifiers attesting to multiple sets

FIGURE 15. Gas consumption of VerifyCred method: DTRAC vs coconut’s

multiple instances.

FIGURE 16. Execution time of VerifyCred method: DTRAC vs coconut’s

multiple instances.

of attributes, the execution time of DTRAC is more since
multiple Vcerts corresponding to each certifier have to be
issued. But credential issuance typically happens only once
per application while verification of a credential happens
more frequently.

D. LIMITATIONS
Themain limitationwith implementingDTRAConEthereum
using smart contracts is that it is very expensive in terms of
gas costs mainly because DTRAC requires several crypto-
graphic operations in an elliptic curve pairing group. Even
though there are pre-compiled smart contracts for elliptic
curve pairing groups, they do not support operations in G2
which are needed for asymmetric pairings used in DTRAC,
and this is the main bottleneck.

IX. RELATED WORK
‘Anonymous credentials’ was first coined by D.Chaum [15].
Idemix [4], based on CL signatures [12], is a well-known
AC scheme but its size increases linearly with the number
of attributes. PS signatures [30] resolves this issue with cre-
dentials that are constant and short-sized irrespective of the
number of attributes involved. Garman et al. [20] addresses
the limitation of a single trusted credential issuer by introduc-
ing decentralized anonymous credentials (DAC) where the
issuance of credentials happens through a distributed ledger.
It is computationally expensive due to its large proof size.
Crypto-Book [26] provides threshold issuance of credentials
but requires verification of t signatures, where t is the thresh-
old parameter, by the service provider. Also, Crypto-Book is
limited to identity authentication. The Coconut scheme [35]
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Lightweight and Scalable DAG based
Distributed Ledger for IoT data integrity

• Check with Blockchain whether IoT Data is 
trustworthy and good to use

• Trustworthiness
– IoT Data kept somewhere (ex. cloud storage) is 

NOT tampered
– Separate the integrity check information and 

the IoT data from each other

• DAG based Distributed Ledger
– More transaction throughput
– PoW to regulate transaction generation

S. R. Cherupally, S. Boga, P. Podili and K. Kataoka, ”Lightweight and Scalable DAG based dis- tributed ledger for verifying IoT data 
integrity”, In Proceedings of 2021 International Conference on Information Networking (ICOIN), pp. 267-272, 2021. 



PACEX: PAtient-Centric EMR eXchange
in Healthcare Systems using Blockchain

• Patient-Centric Access Control among Healthcare Stakeholders
– Can have full authority over EMR
– Can easily track the history of EMR

movements and use
– Blockchain-based interplay

• PoC Implementation using Ethereum

B. Toshniwal, P. Podili, R. J. Reddy and K. Kataoka, "PACEX: PAtient-Centric EMR eXchange in Healthcare Systems using Blockchain," 2019 IEEE 10th Annual Information 
Technology, Electronics and Mobile Communication Conference (IEMCON), pp. 0954-0960, Vancouver, BC, Canada, 2019.



Funding & Collaboration Schemes (We used)

• Industry Collaboration
– Sponsored Resaerch & Consultancy Services

• Government Schemes
– ASEAN-India Science, Technology & Innovation Cooperation
• IIT Hyderabad, Brawijaya University, University of Science Malaysia

– Sakura Science Program, Japan
• Sending students to Japan for 1 to 3 weeks
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THANK YOU.  Q&A?
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